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I. BACKGROUND 

 

Since 2002, the Child Protection Network (CPN) has been processing personal data 

related to reported cases of abuse and neglect involving women and children. In 

compliance with the Republic Act No. 10173, also knows as the Data Privacy Act of 2012 

(DPA), which aims to protect personal data in information and communications systems 

both in the government and the private sector, CPN has developed this policy to establish 

measures and procedures that ensures the safety and security of personal data. CPN is 

committed to safeguarding the privacy and rights of individuals whose data we process.  

 

I. POLICY STATEMENT 

 

The Child Protection Network (CPN) is dedicated to ensuring the protection of personal 

data concerning children and families affected by abuse and violence.  We recognize the 

sensitive nature of the information we handle and are committed to upholding the highest 

standards of data privacy and security in compliance with applicable Philippines laws, 

including the Data Privacy Act of 2012 (Republic Act No. 10173).  

 

II. SCOPE 

 

This policy applies to all employees of the Child Protection Network (CPN), regardless of 

their employment status or contractual arrangements, and mandates compliance with the 

procedures outlines herein.  It encompasses all forms of data processing, including both 

electronic and paper records.  

 

III. DEFINITIONS 

 

Data Subject – refers to an individual whose personal, sensitive personal or privileged 

information is processed by the organization. It may refer to officers, employees, 

consultants, and clients of this organization. 
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Personal Information – refers to any information whether recorded in a material form or 

not, from which the identity of an individual is apparent or can be reasonably and directly 

ascertained by the entity holding the information, or when put together with other 

information would directly and certainly identify an individual. 

 

Processing - refers to any operation or any set of operations performed upon personal 

information including, but not limited to, the collection, recording, organization, storage, 

updating or modification, retrieval, consultation, use, consolidation, blocking, erasure or 

destruction of data. 

 

Women and Children Protection Management Information System (WCPMIS) – refers to 

the stand-alone case management database and web-based administrative database. 

 

IV. POLICY ELEMENTS 

 

Data Collection 

The Child Protection Network Foundation, along with the Philippine General Hospital – 

Child Protection Unit, all the Women and Children Units (WCPUs) will only collect 

personal data that is necessary for its purposes. Data will be collected through fair and 

transparent means, and patients and individuals will be informed of the purpose for which 

their data is being collected. 

 

All the data collected will be stored in the Women and Children Protection Management 

Information System (WCPMIS).  

 

Data Use 

The data collected may be used solely for reporting and related research purposes, must 

be handled in accordance with all applicable laws, and shall not be utilized to obtain 

information about patients.  The CPN will ensure that data is accurate, complete, and up 

to date. 
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Data Sharing 

Personal data will not be disclosed to third parties without the explicit consent of the data 

subject, except in cases where it is required by law or there is a legitimate interest in 

sharing the data.  Any third-party receiving data must provide adequate assurances that 

they will handle and protect personal data in full compliance with this policy. 

 

All data shared or generated from the databases remains the exclusive property of the 

Child Protection Network (CPN) and the Women and Children Protection Units (WCPUs) 

that originally collected and encoded the data. 

 

Data Retention 

The Child Protection Network (CPN) will ensure that all data under its custody are 

protected against accidental or unlawful destruction, altercation, disclosure, and any other 

unlawful processing. CPN will implement appropriate security measures in storing 

collected personal information. 

 

Patient data shall be retained in the database for as long as necessary to fulfill the purpose 

for which it was collected and to comply with legal obligations. All other personal data 

information gathered for conferences, trainings, and similar activities will be retained for no 

longer than five (5) years.  After this period, all hard copies of personal information will be 

securely disposed of and destroyed, while soft copies may be retained on an external drive. 

 

Data Security 

The Organization will implement appropriate technical and organizational measures to 

protect personal data against unauthorized access, loss, destruction, or alteration. This 

includes access controls, encryption, and secure storage solutions. 

 

Rights of Data Subjects 

Patients, delegates, trainees, and other individuals have the right to the following: 

• Access their personal data held by the CPN 

• Request correction of inaccurate or incomplete data 
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• Request deletion of their personal data 

• Object to the processing of their personal data 

 

Inquiries and Complaints 

Data subject have the right to inquire or request information regarding the processing of 

their personal data held by the organization, including details about the data privacy and 

security measures implemented to protect their data.   

 

Inquiries should be submitted in writing to cpn@childprotectionnetwork.org, including a 

brief description of the inquiry and relevant contact details. 

 

Complaints may be submitted either in printed copies or electronically via 

cpn@childprotectionnetwork.org.  The DPO will acknowledge receipt of the complaint and 

provide a confirmation to the complainant.  

 

V. BREACH AND SECURITY INCIDENTS 

 

In the event of a data breach, the Child Protection Network, through its designated Data 

Protection Officer (DPO), will promptly investigate the incident, assess the potential risk 

to data subjects, and notify the relevant authorities, including the National Privacy 

Commission, as well as impacted individuals, in accordance with legal requirements.  

 

The DPO will take immediate action in response to any security incident or personal data 

breach. An assessment will be conducted to determine the nature, scope, and extent of 

the breach. 

 

To safeguard against data loss, CPN maintains backup files for all personal data under 

its custody. In the event of a security incident or breach, the backup will be compared with 

compromised file to determine any inconsistencies or alterations resulting from the 

incident. 

 

mailto:cpn@childprotectionnetwork.org
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The DPO is responsible for documenting all incidents or breaches in detail. This 

documentation will be submitted to CPN management and the National Privacy 

Commission for review and appropriate follow-up actions. 

 

VI. CONFIDENTIALITY 

 

All data and statistics generated by the WCPMIS program shall be treated with the highest 

level of confidentiality. No information or data may be disclosed, used, reproduced, or 

published by third parties without consent from CPN.  

 

Likewise, CPN has no access on individual data, it can only see the demographics 

generated from the WCPMIS. 

 

In line with the obligation to protect the identity and privacy of victims and families affected 

by child abuse, neglect, and violence, each party acknowledges the responsibility to limit 

the disclosure of information stored on the databases. 

 

VII. TRAINING AND AWARENESS 

 

All employees, relevant stakeholders, and end-users of the databases shall receive 

regular training on data protection and the provisions of this policy.  This training will 

ensure compliance with data protection regulations and promote strong culture of data 

privacy and security within the organization. 

 

VIII. POLICY REVIEW  

This Data Protection Policy will be reviewed annually and updated as necessary to reflect 

changes in legislation, best practices, and the CPN’s operations. 
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IX. CONTACT INFORMATION 

For questions or concerns regarding this policy or data protection practices, please 

coordinate with the designated Data Protection Officer, Anna Teresa Clemente at 

cpn.childprotectionnetwork.org. 

 

X. EFFECTIVITY 

The provisions of this Manual are effective this 4th day of November 2024, until revoked 

or amended by this company, through a Board Resolution. 
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Annex 1: CONSENT 
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